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VIV canh bao, ngan chan két ndi va xoa
cac tap tin ma ddc tan cong c6 chu dich

Kinh gtri:
- Céc S¢, ban, nganh;
- ij ban nhan dan cac huyén, thi xa, thanh phé;
- Céc don vi su nghiép truc thudc Uy ban nhan dan tinh;
- Cac co quan nganh doc Trung vong.

S¢ Thong tin va Truyén thong nhan duoc Cong vin sé 234/VNCERT-DPUC
ngay 21/7/2018 cua Trung tim Ung ctru khan cdp may tinh Viét Nam (VNCERT)
— B0 Thong tin va Truyén thong vé viéc theo doi, ngan chan két ndi va xoa cac tap
tin ma doc tan cong c6 cha dich vao ngan hang va céc to chirc ha ting quan trong
quéc gia.

Theo ndi dung canh bao cia Trung tdm VNCERT tai Cong van néu trén,
Trung tam VNCERT d4 ghi nhan céc hinh thirc tan cong co chi dich cta cac tin
tic nham vao hé thong thong tin cia mot sb ngan hang va ha tang quan trong qudc
gia tai Viét Nam. Muc dich chinh cua tin tic 1a danh cip cac thong tin quan trong
clia ngan hang va céc to chire ha tang quan trong qudc gia. Vi viée tin tic sit dung
cac ki thuat cao dé tin cong, cac hé thong bao vé an toan thong tin cua cic ngin
hang hodc to chirc ha ting quan trong s& khé phat hién kip thoi va dong thoi giup
tin tic duy tri quyén kiém soat hé thong thong tin.

Pé ngin chan cac rai ro ¢ thé xay ra, S& Thong tin va Truyén thong dé nghi
cac co quan, don vi, dia phuong khan truong thuc hién cac ndi dung sau:

1. Theo ddi va ngan chan két n6i dén cac may cha C&C c6 dia chi IP sau:

a) 38.132.124.250

b) 89.249.65.220

2. Ra quét hé théng may chu tai cic co quan, thuc hién x6a cac thu muc va
tap tin ma ddc co kich thudc tuong tng:

a) syschk.psl (318 KB (326,224 bytes))

- MD5: 26466867557F84DD4784845280DA1F27

- SHA-1:ED/FCB9023D63CD9367A3A455EC94337BB48628A



b) hs.exe (259 KB (265,216 byte))

- MD5: BDA82FOD9E2CB7996D2EEFDD1ES5B41C4

- SHA-1: 9FF715209D99D2E74E64FODB894C114A8D13229A

Huéng din kiém tra ma MD5, SHA-1 cua tip tin va cach thic xoda tap tin
chita ma doc chi tiét tai Phu luc dinh kém Cong van nay.

3. Khén truong thong bao ndi dung van ban nay dén tat ca cac co quan, don vi
truc thude dé to chuc trién khai thuc hién.

Sau khi trién khai cac bién phap néu trén, d& nghi Quy co quan bao cdo két
qua thuc hién va tong hop tinh hinh thong tin ma doc phat hién, xu 1y dugc (néu
c6) vé SO Thong tin va Truyén thong qua phan mém E-Office hoic dia chi thu dién
tir cntt.stttt@khanhhoa.gov.vn trwée 15 gio ngay 27/7/2018 dé tong hop, bao cao
Uy ban nhan dan tinh va Trung tim VNCERT.

Qua trinh thue hién néu c6 vudng mic hoidc can hd trg, d& nghi Quy co quan
lién hé dau mdi Thuong tree Doi Ung clru khan cap su ¢b an toan thong tin mang
tinh Khanh Hoa dé phéi hop xir 1y:

- Phong Cong nghé thong tin — S¢ Théng tin va Truyén thong;

- Pja chi: Nha A1 Khu lién co s6 01 Tran Pha, thanh phé Nha Trang;
- bi¢n thoai: 0258.3563533;

- Thu dién tur: cntt.stttt@khanhhoa.gov.vn

S Thong tin va Truyén thong dé nghi Quy co quan quan tim thuc hién.

Tréan trong./.
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Phu luc
Hwéng din kiém tra ma MD5, SHA-1 ciia tap tin
va cach thirc xo4 tip tin chira ma dgc
(Kém theo Céng vin sé 1319/STTTT-CNTT ngay 24/7/2018
ciia S6¢ Théng tin va Truyén théng)

1. Hwéng din kiém tra ma hash MD5, SHA-1:

a) Download phian mém tai: http://www.nirsoft.net/utils/hashmyfiles.zip (cac

don vi c6 thé str dung cc cong cu kiém tra ma hash tin tudng khéc).

b) Kiém tra: Giai nén tp tin hashmyfiles.zip trén, tién hanh mo file
“HashMyFiles.exe”. Nhin vao File -> Add Files; tré dén file can kiém tra ma
Hash. M& MD5 va SHA-1 s& hién thi bén khung chwong trinh. Thuc hién ddi chiéu
mé& MD5 va SHA-1 tuong g trong Cong van di kém va thuc hién Muc 2 - Huong

dan gé bé tép tin chira md doc.
2. Hwéng din g& bé tap tin chira ma déc:

a) Xac dinh ma doc: Néu ma MD5 va SHA-1 trung nhau thi tap tin trén may
tinh 13 phan mém c6 chira ma doc. Néu khong trung thi chwa khang dinh 100% no
khong phai 12 ma doc. Co thé khong xo04 trong truong hop ndy nhung can trich
Xudt tép tin va thyc hién phan tich chuyén sau. Pdi v6i cac may co chua file ma
ddc can ngay 1ap tirc ¢6 1ap va béo cao cho Co quan diéu phdi qudc gia (Trung tm

VNCERT)

b) Cach xo0a tap tin chira ma ddc: Do tap tin nay dang dugc thuc thi nén trén
may nén can dimg hodc tat tién trinh ndy trude khi xoa. Trude tién, can tai phan
mém mién phi co tén “Process Explorer” ctia Microsoft tai dia chi bén dudi:

https://download.sysinternals.com/files/ProcessExplorer.zip

Sau khi tai ve, gidi nén, chay file “procexp.exe” va thuc hi¢n cac budc sau:

- Tién hanh tim kiém cac tién trinh twong tng trong Coéng van & trén va nhan

chuot phai chon Properties, tai muc Explore dé mé Path cua tép tin, thu muc


http://www.nirsoft.net/utils/hashmyfiles.zip
https://download.sysinternals.com/files/ProcessExplorer.zip

Autostart Location dé hién thi vi tri cac gié tri Registry ma ma doc da tao hoic thay
d6i gia tri.

- Trich xuét cac tép tin nghi ngd hodc ma doc ndy bang cach nhan vao Create
Dump, copy nén va dat pass kho cho file thuc thi ¢é phuc vy cong tac diéu tra.

- Tién hanh tim kiém c4c tién trinh twong tmg trong Céng vin & trén va nhan
chudt phai chon “Suspend” hoac “Kill Process”. Sau khi chon xong, vao duong
dan twong Gmg dé x04. Kiém tra c4c gia tri Registry da duoc tao hoic thay do6i va

xo6a./.
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